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1 Introduction 

1.1 Overview 

The Credit Card Fraud detection problem comprises sporting past credit card transactions with 

the knowledge of the ones that turned out to be a fraud. The Credit Card Fraud detection 

problem comprises sporting past credit card transactions with the knowledge of the ones that 

turned out to be a fraud. Our purpose here is to detect extensively fraudulent transactions as 

possible while minimizing the incorrect fraud classifications. Machine Learning is a technique 

to detect criminal patterns in transactions. It makes no doubt that the integration of machine 

learning techniques in the payment of card fraud detection systems has improved their ability 

efficiently to detect frauds. The model is a parametric function that allows predicting the 

probability of a transaction to be a scam or not. Many machine-learning algorithms predict the 

scale of the input. The values of time and amount are highly differing, scaling is done to bring 

all features to the same level of magnitudes. Machine learning qualifies for developing 

algorithms that process big datasets with multiple variables and support finding invisible 

correlations between user behaviour and the possibility of fraudulent actions. Another strength 

of machine learning systems reached to rule-based ones is faster data processing and minor 

human work. For example, smart algorithms fit well with behaviour analytics for helping to 

reduce the number of verification steps. 

1.2 Aim and objectives 

To predict the transaction is fraud or legitimate using machine learning techniques towards 

enhancing the prediction model using sampling and hyper parameter tuning techniques. 

Objectives: 

• To understand the data collected for fraud detection and identifying the feature of it to 

analysis. 

• To carry out the data cleaning and to apply the transformation techniques.  

• To implement the sampling techniques and identifying the appropriate sampling 

technique to build the prediction model. 

• To apply Pycaret Lib and understand the parameters obtained by implementing it.To 

implement the hyper parameter tuning and evaluate the model. 

1.3 Purpose of study and methodology 

The Credit Card Fraud detection problem comprises sporting past credit card transactions with 

the knowledge of the ones that turned out to be a fraud. The Credit Card Fraud detection 



problem comprises sporting past credit card transactions with the knowledge of the ones that 

turned out to be a fraud. Our purpose here is to detect extensively fraudulent transactions as 

possible while minimizing the incorrect fraud classifications. 

Machine Learning is a technique to detect criminal patterns in transactions. It makes no doubt 

that the integration of machine learning techniques in the payment of card fraud detection 

systems has improved their ability efficiently to detect frauds. The model is a parametric 

function that allows predicting the probability of a transaction to be a scam or not. Many 

machine-learning algorithms predict the scale of the input. The values of time and amount are 

highly differing, scaling is done to bring all features to the same level of magnitudes. Machine 

learning qualifies for developing algorithms that process big datasets with multiple variables 

and support finding invisible correlations between user behaviour and the possibility of 

fraudulent actions. Another strength of machine learning systems reached to rule-based ones is 

a faster data processing and minor human work. For example, smart algorithms fit well with 

behaviour analytics for helping to reduce the number of verification steps. 

Machine-learning solutions usually need substantial data science skills to build complex and 

powerful ensemble algorithms. This sets a high fence for small and medium organizations to 

use the technique of leveraging inner talent. The job needs deep technological and specialized 

expertise. The common practice is to engage third-party data, science experts. Choosing the 

correct Machine learning method relies on the problem type, size of a dataset, resources, etc. 

A better method is to use various models to both streamline checks and achieve good 

accuracy.Pycaret is an open-source, low-code Machine Learning library in Python that 

automates machine learning workflows. It speeds up the experiment cycle exponentially and 

completes you more productive. The correlation is made for various gadget mastering set of 

rules, Decision Trees, Logistic Regression, Support Vector Machine, Random Forest, and 

XGBoost to decide which set of rules offers fits adequate and may be adjusted via way of 

norms of credit card shippers for contrasting. 

1.4 Research questions 

What are the various feature selection methods and would that effect the precision of the model 

when applied to the present dataset? 

What are advantages of pycaret and can that be used in the present study to gain the aim? 



2 Literature review 

2.1 Overview 

In this chapter, Section 2.2 provides a brief introduction to the PyCaret library, Section 2.3 

discusses the different hyperparameter tuning techniques that are used in machine learning 

(ML). Section 2.4 is based on recent studies collected and authors point of view, in Section 2.5 

a brief introduction is provided related to the K-fold and Random Search techniques. In Section 

2.6 discuss about the related studies on detecting the frauds for the credit card transactions by 

using ML techniques, some of the contributions of works are discussed. and in Section 2.7 a 

brief summary related to this chapter is provided. 

2.2 Introduction to Pycaret library 

In python Pycaret is a low-code ML library that helps in automating the ML workflows and is 

of high level. This is an open-source library where time taken for coding is less and time taken 

for the analysis is more says Mulpuru and Mishra (2021). Python library helps to relate easily, 

train, estimate, tune, and to use ML models with fewer code lines.  It is a tool for managing the 

model that increase the experiment cycle exponentially (Raschka, 2015). And thus makes the 

experiments that are performed very much fast and also efficient. It is assumed to be a big 

wrapper for other libraries and the frameworks in data science like Spacy, SHAP, Optuna, 

Yellowbrick and Scikit-learn, XGBoost, Hyperopt, Ray, CatBoost, LightGBM and much. 

Hence, there are many advantages of the library.  

Comparatively this PyCaret saves a lot of time as it allows writing only fewer lines of code, 

though other libraries are also used for same tasks (Mulpuru and Mishra, 2021). This is just 

like comparing various models with a single line of code and thereby helps reduce the various 

steps of process in data science right from the feature engineering to that of the deployment of 

the model with less code lines. Hence, used in the present study. It is related to how data is 

imported from that of the PyCaret repository which makes it easier to be used and deployed. 

The data can be downloaded from the original source and later it can be loaded by using the 

Pandas or another way is using the data repository of PyCaret’s in order to load the data by 

using the function get_data() as seen in the work done by Larsen et al. (2021). However, here 

we have used pandas to get the data in the jyupter.  

Setting up the right environment, comes as the second step, the function that is used is ‘setup’ 

which helps in initializing the environment and later building a conversion pipeline for the 



purpose of modelling and for deployment, this method is also used in the present study by 

implementing the 10% of the data.  

When it is implemented, the inference process will automatically gather the data types which 

are based on a few properties for all of the features (Mulpuru and Mishra, 2021). It is possible 

to predefine the data types by using the parameters like categorical_features and 

numeric_features in the setup itself. When creating the model, perform cross-validation and 

estimate the classification metrics (Mulpuru and Mishra, 2021). The create_model is the 

function used to train and evaluate the model and the parameter that is set is ‘fold’. The output 

displays a scoring grid that gives information related to the accuracy, AUC, Precision, Recall, 

Kappa, F1, and MCC by using the fold parameter, which is to be used in the present study. 

There are 18 classifiers present in PyCaret’s model library to have a look at them use the 

model’s function to view the library (Mulpuru and Mishra, 2021). 

Pycaret classification is modules which is of the type of the supervised ML helps in 

classification of the various elements depending on certain algorithms and are classified into a 

binary group (Ajit, 2021). Similar to predicting the presence of the disease as either positive or 

negative, predicting the customer default as either yes or no, here in this study it is predicting 

if it is fraud or not. This classification module is used for both the type of classification 

problems like multi-class or Binary classification (Ajit, 2021). Binary classification is a type 

of supervised ML technique wherein prediction is for categorical class labels which are usually 

unordered and discrete like it is Pass/ Fail, predicting whether something is Positive/Negative, 

or some cases need to predict the Default/Not-Default and so on as explained by Sarkar et al. 

(2018).  

Some of the use-cases for classification in the real-world are:  

• Used in case of medical testing like indicating the presence of the disease-classification 

results in positive or negative (Shailaja et al. 2018). 

• Some test method or quality control in the factories that describes that the specification 

meets the requirements or not - pass or fail classification (go or no-go).  

• In case of retrieval of any information like concluding if any page or an article when 

searching should be in result set or not based on relevance or useful to the person.  

However, in this study the fraud detection is considered and classification of frauds is 

considered. 



2.3 Introduction to hyperparameter tuning and its types 

Hyperparameters are the modules set just before training the model. The value of 

hyperparameters may worse or may increase the accuracy of the model (Anelli et al. 2019). 

The models of the ML are not sufficient to get to know related with what the hyperparameters 

tend to get the maximum accuracy that can be reached on the available dataset. It is important 

to know that setting the right hyperparameter value helps to create an accurate model and 

permits the model to use various groupings of hyperparameters at the time of the training 

process and to make the predictions to get the best groupings of the hyperparameter values 

(Yang and Shami, 2020). List some of the hyperparameters that are available in the random 

forest classifier are: n_estimators which indicates the number of trees, on the whole, max_depth 

indicates the depth of each of the trees in the forest, and criterion implies the way to do splits 

in each of the trees (Contreras et al. 2021). The hyperparameter tuning in the python involves 

the following three methods namely Grid search, Informed search, and Random Search 

(Valsecchi et al. 2021). A grid is a network of lines that are interconnecting and forms a set of 

rectangles or squares. Here each of the squares has got a mixture of the hyperparameters and 

the model must have to train on each of the mixtures by itself (Putatunda and Rama, 2018). 

One of the libraries in python by the name Scikit-learn provides an easy manner to implement 

the grid-search with just fewer code lines. The author explains the advantages of the grid search 

like getting the best model inside the grid is very easy to implement. And its negative side is 

when adding the latest hyperparameter value it is very expensive to compute since the number 

of the model will go on multiplying. Random search tries to set up the values of the 

hyperparameter that we need to be tuned but this model does not train each mixture of 

hyperparameters, instead, it tries to select them in a random manner (Chouiekh and Haj, 2018). 

The author explains the plus points of the random search are that it is cheap to compute and the 

other side negatives are from the sample space getting the best score is not assured. The 

informed search uses the plus points of both the search methods like grid and the random search 

and even it has got its own drawbacks. The informed search tries to study from prior iterations 

from the subsequent process like random search, getting the areas based on good score, to run 

in the smaller areas the grid search and continuing till the optimal solution is reached. The 

genetic algorithm is one of the methods of the informed type of hyperparameter tuning which 

rely on the real-world knowledge of genetics (Alharbi et al. 2022). To begin with, create some 

of the models, and later pick the best model among them, then build the models just like the 

one that is similar to the ones that are best and put some randomness until the desired output is 

obtained. In the implementation of the genetic algorithm tpot library is used consisting of the 



generation indicates the iterations to run the training, population_size indicates the number of 

the models to preserve after each of the iterations, and the offspring_size indicates the number 

of models that have to be obtained in each of the iterations is all the key arguments (Masrom et 

al. 2020). The author explains the advantages like it uses both random and grid search. The 

tpot library will take care of getting the best values for the hyperparameter and for selecting 

the model which is best and the genetic algorithm learn from its prior iterations (Pereira et 

al. 2019). One of the drawbacks of the genetic algorithm is it is very expensive to compute and 

consumes a lot of time. Some of the hyperparameters that are used in research are: 

bootstrap=True: This method helps in data point sampling and is used without or with the 

replacement. By default, it is set to true; and in our case, it is set as True. 

criterion=‘gini’: It helps in calculating the quality of a split. The various criteria that are 

supported are ‘gini’ used for gini impurity and the gini index is a measure that indicates the 

node purity and ‘entropy’ used for information gain. In our case criterion is set to ‘gini’. 

max_depth=None: It is related to the tree. In a random forest, it is the lengthiest path between 

the root node and the leaf node. In our case, it is set to “None” which means it is not all defined.  

max_features=‘auto’: It relates to the maximum number of features that are provided to each 

of the trees in the random forest. And it is set to “auto” in our case. 

max_leaf_nodes=None: In a tree, it helps to put the restriction on the splitting of the nodes, 

and thereby the growth of the tree is restricted. In our case, it is set to “none” which means not 

restricting the growth of the tree. 

max_samples=None: It is used to decide what fraction of the dataset (original) is provided to 

any of the individual trees. In our case, it is set to none. 

min_samples_leaf=1: After splitting the node, it usually specifies the number of samples as 

the minimum that has to be present in the leaf node. The default value is set to 1. In our case, 

it is set to 1 for the random forest. 

min_sample_split=2: In a random forest it tells the decision tree the minimum number of 

observations that are needed in any node that is provided in order to split it. Its default value is 

set to 2. In our case, it is set to 2. 

2.4 Recent studies related to the detection of credit card fraud detection using Machine 

learning 

Credit card fraud detection aims to decide whether the transaction is fraudulent or not on the 

basis of historical data. The problem with fraud detection is the one-to-many relationship 

between cards and transactions. These problems are tackled by an effective approach of 



machine learning techniques. According to Carcillo et al. (2021), the research of machine 

learning techniques for credit card fraud detection has led to the development of supervised 

techniques, unsupervised techniques, and semi-supervised techniques. Yee et al. (2018) 

discussed that the Supervised technique considers the set of past transactions mainly the 

outcome of the transaction. In this action, a transaction is made by the cardholder, or the 

transaction is made by the fraudster. Supervised learning uses the labeled past transaction for 

the detection of fraudulent cases. The Unsupervised learning technique doesn’t require the 

labeled data and the data distribution of transactions. Carcillo et al. (2021) say that in this paper 

clustering and compression algorithms are used. Clustering is an unsupervised machine 

learning task that identifies the group of similar objects in a dataset with two or more variable 

quantities. Compression is the process of encoding information in the original representation 

using some fewer bits. This may involve information theory, data compression, source coding, 

or bit-rate reduction (Kurka and Gunduz, 2020). Supervised learning learns from past data 

while Unsupervised learning detects the new type of fraud. These two approaches combined to 

form semi-supervised techniques. In this method, there are few labeled data points and many 

unlabeled data points. Carcillo et al. (2021) This study aims to perform a better-supervised 

model by using a few available labeled data points and the unsupervised model that does not 

profit from a few labels. The outliner scores along with ensemble learning are popular in 

supervised learning, internally boosting and bagging are also used (Marani and Nehdi, 2020). 

In Unsupervised learning, Ensemble learning is also proposed as it improves the estimation of 

the outlier scores. Outliers represent the errors in a dataset; those errors include the 

measurement, bad data collection, or variables. 

In their study the principle used for the detection of problems in fraudulent cases by best-of-

both-worlds principle, this principle specifically designs and adjusts several outlier scores in 

the credit card fraud detection setting according to the problems. Kalliantzis et al. (2019) say 

that while computing the outlier scores three different approaches were implemented to 

consider different levels of granularity. The author approaches the method i.e., the one-to-many 

relationship between cards and transactions. By considering the dataset, the cardholders’ 

behaviors are very diverse and outlier scores are computed in a global fashion which may get 

a sub-optimal solution. Yazici (2020) says that global granularity is a method in which all 

transactions are considered as samples and outlier scores are computed by taking the different 

customers' transactions into account. In this research, Carcillo et al. (2021) considered only the 

cards with at least 10 transactions in the training dataset in order to implement the local 



approach. The threshold was set to statistical accuracy as the fewer transactions considered to 

compute the local outlier score would be affected by large variance. In this research, the author 

concluded that this approach is better than the cluster and global approach. In this approach, a 

minimum number of transactions is considered to track the customer's behavior. A random 

forest model is used along with an ensemble of unsupervised models (Ganaie and Hu,2021). 

In credit card fraud detection Random Forest and Balanced Random Forest are implemented 

to detect credit card fraud. In a Balanced random forest, each tree is shaped on the subset of 

the dataset, and under sampling is used to balance the two classes. 

There are different methods to detect credit card fraud with a lot of research methods in 

machine learning and deep learning. In this study, Sailusha et al. (2020) find the methods to 

detect fraudulent cases in credit card transactions and the techniques available to balance the 

imbalanced data. The techniques involved to balance the imbalance of data are classification 

methods, sampling methods, and resembling methods. Khan et al. (2018) Classification is a 

supervised machine learning approach where the algorithm learns from the input data and 

classifies the new observation. Sampling is a method that converts the data into statistics from 

a subset of the sample. In this research, the algorithms used to detect fraud in credit card 

transactions are Support Vector Machine (SVM), Decision Trees, Logistic Regression, 

Gradient Boosting, K-Nearest Neighbor, etc. In this paper K-Nearest Neighbor, Decision 

Trees, and SVM gives a medium-level accuracy.  Fuzzy Logic and Logistic Regression give 

the lowest accuracy whereas neural networks, Naive Bayes, Fuzzy Systems, and KNN give the 

high accuracy (Sailusha et al. 2020). There are two algorithms that perform better among all 

the parameters, they are ANN and Naive Bayes. The main drawback of these algorithms is the 

result doesn’t depend on the algorithm; it depends on the dataset. It gives better results for one 

dataset and poor results for another set of the dataset. According to Murugan et al. (2019), for 

small datasets, KNN and SVM give better results. The Naive Bayes algorithm depends on the 

Bayes theorem, which finds the probability of an occurring event. In this study Logistic 

Regression is similar to the Linear Regression algorithm. Logistic Regression is used for 

classification models whereas Linear Regression is used for prediction or forecasting the 

values. 

J48 is an algorithm used in classification problems. It is used to generate the Decision Tree. 

This algorithm is widely used and extensively analyzed in machine learning. It is the extension 

of Iterative Dichotomieser (ID3) (Ogundokun et al. 2021). It mainly works on constant and 

categorical variables. Adaboost is an algorithm that is mostly used in classification and 



developed algorithm for binary classification. This is mainly used to boost the performance of 

decision tree algorithms. From this study, it is concluded that both Logistic Regression and 

Adaboost have the highest accuracy. As both algorithms have the same accuracy by 

considering the time factor the author concluded that AdaBoost is the best algorithm to detect 

credit card fraud. According to Bakrawy et al. (2022), to improve the convergence speed and 

data imbalance problem there are two techniques used those are Whale optimization technique 

(WOA) and the Synthetic Minority Oversampling Technique (SMOTE). WOA is a method of 

step-by-step procedure of a function to obtain a maximum or minimum value which has the 

nature of inspired meta-heuristic optimization and consists of humpback whales. This 

algorithm is inspired by the bubble-net hunting strategy (Haddadi,2018). From this research, 

the main aim is to classify the transaction which contains both fraud and non-fraud transactions. 

Random Forest and Adaboost are compared to choose the best credit card fraud detection.  In 

this study, the test accuracy of random forest is 100% and the test accuracy of AdaBoost is 

99.9%. From this research, the author opines that the test accuracy for both the models is almost 

the same so by considering precision, recall, and the F1 score the random forest works better 

than the Adaboost algorithm to detect the credit card fraud.  

There are multiple supervised and semi-supervised machine learning techniques used for credit 

card fraud detection. Dornadula and Geetha (2019) aim to overcome the strong class imbalance, 

the inclusion of labeled and unlabeled samples, and the ability to increase a large number of 

transactions. In this study, the clustering process is used to divide the cardholders into different 

clusters according to their transaction amount. Those transactions are high, medium, and low. 

The transactions are aggregated by using the sliding window method. Card holder's behavioral 

patterns are extracted by using some features from the window. There are some features like 

maximum amount, minimum amount, the minimum amount of transaction, and average 

amount in the window. In this study, SMOTE is implemented and there is a different way of 

approach to an imbalanced dataset i.e., Matthew Coefficient Correlation of the classifier. It is 

a machine learning measure that is used to check the balance of binary classifiers. This 

classifier is used for training the group of the cardholder by selecting each cardholder. The 

classifier with the highest rating is considered to the recent behavioral patterns of the 

cardholder.  In this research accuracy and precision are considered the bad parameters for credit 

card fraud detection but in general, it is the base parameter for the evaluation of any model. 

There are different models used in this research to detect credit card fraud. They are Local 

Outlier Factor, Isolation Forest, Support Vector Machine, Logistic Regression, Decision Tree, 



and Random Forest. After implementing all these algorithms for the detection of credit card 

fraud the highest accuracy was obtained for the random forest with 99 %. In this research, the 

author opined that random forest is the best model compared to the other models. 

Different approaches have been proposed to bring a proper solution to detect fraud in credit 

card transactions by using supervised and unsupervised approaches. Thennakoon et al. (2019) 

have found many problems because of data sensitivity and privacy issues. There is a problem 

with imbalanced data and skewed distribution of data. This is the reason that there is less fraud 

data in the transaction datasets. Data mining techniques take time to execute big data. 

Clustering, data cleaning. Association, data warehousing, machine learning, data visualization, 

classification, neural networks, and prediction come under the data mining techniques 

(Durugkar et al.2022). Prediction is one of the most common data mining techniques as it is 

used to project the types of data and helps to accurately predict what will happen in the future. 

In this study, the dataset consists of the transactions stored by the Bank. The data is distributed 

in the skew form to evaluate the shape of the data due to the imbalanced number of legitimate 

transactions and fraudulent occurrences. The dataset is prepared categorically by data cleaning 

and data integration. According to Hossen (2020), Data cleaning is the process to fill the 

missing values as there are many ways to clean the data such as ignoring the tuple, a tuple with 

meaningless values removed and remove the unnecessary columns. Data integration is also 

implemented in the dataset, data is integrated together into two separate files, they are 

fraudulent and genuine record files (Miller et al.2019). Data transformation is the process that 

converts categorical data into an understandable numerical format. In this paper data reduction 

is dimension reduction. It eliminates the wrong patterns of data. Applying this method reduces 

the feature selection of the dataset. Oversampling and SMOTE techniques are used in this credit 

card fraud detection. In this research, the author implemented the best suitable algorithms to 

detect credit card fraud. They are linear regression, logistic regression, naive Bayes, and 

support vector machines. By comparing all these algorithms, the author opined that the Support 

Vector Machine has the highest accuracy with 91%.  So, the Support Vector is the best suitable 

algorithm for credit card fraud detection compared to other models. 

Credit card fraud causes major loss which makes the researchers find a solution to detect and 

prevent the fraud. Varmedja et al. (2019) proposed some methods to detect fraud. Gradient 

boosting (GB). Support vector machine (SVM), Decision tree (DT), Logistic regression (LR), 

and Random Forest (RF) are the classification algorithms. The combination of this certain 

classifier led to high precision and recall. These were achieved by balancing the dataset using 



under sampling method. Maeda-Gutierrez et al. (2020) say that Precision is the quality of 

positive prediction made by the model. It refers to the number of true positives divided by the 

total number of positive predictions. Here a total number of positive predictions is the 

combination of true positives and the number of false positives. The recall is measured in the 

form of a ratio, it is the ratio between the number of positive samples as positively correct to 

the number of positive samples. This model is used to detect the positive samples, it means the 

higher the recall the more the positive samples (Goldberg and Todman, 2018). K-Nearest 

Neighbor and outlier detection techniques can be efficient in detecting fraud techniques, these 

models minimize the false rate and increase the fraud detection rate. In this research, the dataset 

contains some input variables related to financial information. There is a time feature that 

shows the time between the first transaction and every other transaction in the dataset. The 

amount is the amount of the transaction and the class represents the label.  In this paper, the 

data set contains 284,807 transactions of which 492 are under fraud and the rest were genuine, 

by this the dataset is highly imbalanced. 

In this research to balance the highly imbalanced data, there are some techniques 

undersampling, oversampling, and SMOTE. Vuttipittayamongkol et al. (2018) suggest that 

undersampling is a technique designed to balance a dataset that has a skewed distribution. Over 

sampling is a technique that randomly selects examples from the minority class along with 

replacements and adds them to the training dataset (Karia et al.2019). In the same way, it selects 

the examples of the majority class and deletes them from the training dataset. SMOTE 

(Synthetic Minority Oversampling Technique) is a statistical technique that increases the 

number of cases in a balanced way (Feng et al. 2019). In this research different algorithms are 

implemented, they are Logistic regression, Naive Bayes, Random Forest, Multilayer 

perceptron, and Artificial neural networks. By using all these algorithms to detect credit card 

fraud based on precision, recall, and accuracy. The Random Forest has the highest accuracy 

with 99.96%. From this, the author opined that it is the best algorithm compared to other models 

it is best suitable to detect whether transactions are fraud or not. 

2.5 Contributions of the work 

In this present work, the dataset consists of 284807 instances and 31 attributes, there are no 

null values in this credit fraud detection dataset.  

• This dataset consists of 284315 values of non-fraud data and 492 values of fraud which 

shows the data imbalance, where sampling techniques are to be applied and compared.  



• The sample function is used in this work as it selects the particular number of samples 

of non-fraud and concatenates it with the fraud samples.  

• Here the class is taken as the target variable. The dataset is split into train and test by 

taking the test size as 80%.  

• Here Pycaret classification is imported, it is an open-source machine learning library 

which is used to perform certain tasks like evaluate, compare, and tune a given dataset. 

This library is used to evaluate and compare standard machine learning models on a 

dataset and it tunes the hyperparameters.  

• By comparing all the machine learning models Random Forest algorithm shows 

accuracy is the highest accuracy with 99.92% compared to other models.  

• By training and testing the data, Random Forest model got an accuracy of 99.94%. ROC 

(receiver operating characteristic) curve and confusion matrix are implemented on the 

logistic regression model.  

• By using a sampling technique, for Under sampling techniques, the precision score of 

fraud label (1) is less than oversampling. Hence, for this reason here oversampling is 

considered for hyperparameter tuning.  

• The test accuracy of Random Forest model shows better accuracy when over-sampling 

is applied along with better precision as well. From this present work the author opines 

that Random Forest algorithm is the best suitable model by comparing to other machine 

learning models as well as over sampling techniques is well suited as after hyper 

parameter tuning the accuracy of the model is 100%.  

This shows that through this work, effective sampling techniques as well as hyperparameter 

tuning brings better accuracies along with precision as well as type-1 as well as type-2 errors.  



3 Design and Methodology 

3.1 Flowchart and steps involved in the work 

The overall project is considered with the steps followed in the Fig. 3.1. the steps are described 

as: Firstly, the data collected from Kaggle is downloaded and mounted in the drive to be 

accessed through the jyupter notebook. The panda’s library is used to read the comma separated 

file and access the data; this constitutes the first step of the project. The next step is to clean 

and transform the data as needed.  

 

Figure 3.1 project flow diagram 

In the next step the labels in the data set are explored using the Matplot and seaborn Library 

which constitutes the data exploration part after that the pycaret library is implemented and the 

results from pycaret library are noted and random forest is found to be the highest accurate 

model. The next step is to apply the sampling technique which is under Sampling and over 

Sampling and compare the accuracy and precision of the random forest model. Finally, the 

over sampling technique is applied to the random forest model and a similar model 

hyperparameter tuning is considered.  The further evaluations are made on the classification 

report execution time, F1-score and Precision of the model implemented with hyperparameter 

tuning as well as over sampling.  



3.2 Ensemble techniques and types 

Simple techniques are said to be one of the efficient types of machine learning techniques 

which are more flexible and can help us with their assets which are more Biased.   The popular 

techniques recognized under the and simple techniques are bagging as well as boosting.  When 

the training is considered in a parallel way it is said to be a bagging technique and the vice 

versa which is the training considered in a sequential way is said to be a boosting technique.  

However, the random forest model falls under the bagging technique. Random Forest Model 

consists of the decision trees which work with a bagging type of mechanism (Rokach, 2010). 

In boosting algorithms, at first on the training dataset we build the model and later we create 

the second model where it is expected to resolve the errors that are present in the first model 

(Tanha et al. 2020). Some of the common methods for boosting are Adaptive Boosting 

(AdaBoost), XGBoost and GradientBoost. XGBoost classifier is based on decision tree that 

supports ML algorithms which helps in illustrating a framework of gradient boosting (Patel et 

al. 2021). Gradient boosting classifiers are a collection of ML algorithms that collects all the 

weak learning models and convert them to a strong model and thereby develop a predictive 

model that is strong enough (Bentejac et al. 2021). The gradient boosting is best in predicting 

speed and accuracy, in cases where datasets are large and complex. When performing the 

gradient boosting generally decision trees are used. Nowadays this algorithm has become 

popular just because it classifies complex datasets very efficiently. This type of algorithm is 

used specifically in tasks like classification. The errors in ML algorithms are categorized into 

two types namely Bias and Variance Error (Mahesh, 2020). 

Extra Trees Classifier is related to decision trees and is one of the ensembles learning method. 

It is also called Extremely Randomized Trees (Ghiasi and Zendehboudi; 2021). Just like that 

of the random forest it helps in randomizing certain decisions and also the subsets of the data 

so as to reduce the data overlearning and overfitting. The ensemble methods that are ranked 

from high to low based upon its variance, that are ending in Extra Tree Classifier are:  

• Decision Tree (High Variance): Because of its ability to learn from only one way of 

decision by following certain path; it over fits the data in case of a single decision tree. 

Single decision tree does not always predict accurately for new data.  

• Random forest (Medium Variance): It helps to reduce the threats of overfitting and 

hence involve in bringing the randomness by creating multiple trees which is also 

termed as (n_estimators), and through observations it follows replacement (a 



bootstrapped sample). Among the random subset of features that are selected at each of 

the node, it uses best split for splitting nodes (Smit, 2019).  

• Extra Trees (Low Variance): It is just like that of the random forest, it creates multiple 

trees and split the nodes by using the random subsets of features containing two 

differences in it: it does not help bootstrap the observations; which means without any 

replacement it samples, and the nodes are split not on the basis of best splits instead 

they are split based upon random splits. 

3.3 Working of Random Forest Classifier 

Random Forest (RF) is one of the ML algorithms which is popular and is based on the 

supervised learning technique (Rashidi et al. 2019). In machine learning; RF can be used for 

both of the type of problems like classification and regression; and is related to the concept of 

ensemble learning. In ensemble learning; multiple classifiers are considered and in order to 

solve complex problems and thereby to improve the model’s performance (Mahesh, 2020). As 

the name indicates this is a classifier which consists of various decision trees which are based 

on the datasets (subsets). It considers the results which are obtained after the prediction of each 

and every tree; and finally, the majority of the votes are considered to predict the resultant 

output (Tutz, 2021). The greater number of trees helps in getting better accuracy and helps in 

overcoming the overfitting problem. The working of this algorithm is given in Fig. 3.1. 

 

Figure 3.2 Random Forest Classifier  



The output obtained by each of the decision tree may be correct or incorrect. But when it 

collects the output from each of the decision tree by considering the majority votes, the outcome 

is always correct (Patel et al. 2021). Some of the assumptions considered in RF are there should 

be very low correlations among the predictions of each of the trees available and the feature 

variable of the dataset must have actual values so that instead of obtaining guessed results; it 

should predict the results that are accurate. Even when considered a large dataset, the output 

obtained will be of greater accuracy. The RF algorithm requires less training time (Shaukat et 

al. 2020). Suppose in cases where large amount of data is missing it even tries to maintain 

accuracy level. The author suggests the plus points of using this algorithm is that its ability in 

solving the tasks related to the classification and regression and in using large datasets. It helps 

in enhancing the model’s accuracy and thereby solve the over fitting problem. 

3.4 Features and advantages of Random Forest Classifier 

Machine learning techniques random forest as it utilizes the bagging technique and is the 

efficient version of the decision tree is considered to be the highest accurate model when 

working with big data like this one (Rokach, 2010).  

This type of algorithms ais considered for both classification as well as regression tasks and it 

can be considered efficient because it is based on the conditions and root note and also the 

combination of the decision trees in the model is also based on the bagging technique.  

Type of algorithm works better and provides efficient results when a large amount of data is 

provided.  This is because the random forest consists of a parallel setup of different trees which 

are based on the voting mechanism.  When such a hierarchy of an algorithm is present inside 

an algorithm it is very important that it is filled with a huge amount of data.  Basically, it can 

also be provided with a medium amount of data (Rokach, 2010).  

When the type of algorithm consists of decision trees it is normal to find a lot of Trees and 

branches together which can be constituted and called as a forest.  This forest bases its 

classification prediction output based on a working mechanism which means the tree with the 

highest working mechanism or the highest prediction is said to be the output.  

It works better when its parameters are tuned. However, in this study the Random Forest model 

is recognized as best model by the pycaret library. For building individual decision trees, a 

random forest approach can focus on both observations and variables from training data, and 

gain full voting for categorization and the overall average for regression issues, respectively. It 

also employs a bagging strategy, which selects all columns incapable of expressing relevant 



variables at the root of all decision trees based on a random sample of data. Financial 

assessment necessitates a significant amount of time and effort because to the great potential 

for profit or loss. Among the most often used studies in the banking industry is customer 

analysis. Random forest may be a good solution for problems like predicting a customer's loan 

default or identifying any fraudulent activity (Rokach, 2010). 

 



4 Findings 

4.1 Dataset and features 

As this is the study based on the machine learning implementations, dataset is required as a 

fuel to the study. Here in this study, dataset in the format of Comma separated value (CSV) is 

used and implemented. These types of formats are very easy to be used as these are plain text 

files with commas. These are efficient when considering to organize the data like this in the 

study. The dataset used here consist of 284807 instances and 31 columns including the 

dependent variable which is the “Class” column as seen in the Fig. 4.1.  

 

Figure 4.1 information on the dataset 

The names of the columns are kept confidential and named in the series as V1, V2, V3…. till 

V28. The dataset consists of 0 and 1s value in the Class where 0 indicates that it is legitimate 

and 1 indicates transaction being Fraud. Initially, it is observed from the graph that there is an 

immediate imbalance of the classes in the dataset as seen in Fig. 4.2. 

 

Figure 4.2 Imbalance of the class in the dataset 



It becomes difficult to make evaluations on the prediction model as if one class dominates the 

model metrics. This makes the results to be biased. However, techniques are proposed to 

overcome this and make comparisons. 

4.2 Jyupter Notebook and implications in the study 

Here the coding is implemented using the Jyupter notebook. This is most often used for coding 

styles implemented in the python language. It is used on the backend with python of version 

3.3 or higher. This notebook acts as an interface to be used along with other powerful languages 

like R language. The notebook can be connected to the kernel with IPython and helps execute 

the codes written in python.  

Python is considered to be easy and most of eth data sciences programs like this one here can 

be implemented using Python with simple and easy understandable syntax. More importantly 

to work with high-end data powerful libraries are required and hence, python seems to be the 

perfect fit to be used as there are libraries like Numpy, Pandas and other as well are written in 

python. Coming to considering data visualizations and analysis python seems to have better 

libraries to be used. Fig. 4.3, shows the libraries used. 

 

Figure 4.3 Imports and libraries used in the study 

Pandas and Numpy are used to help with the dataset. seaborn and Matplotlib are used for data 

visualisation here and pycaret is the star here. Sklearn is considered here to access the wide 

verity of machine learning algorithm and metrics to evaluate them. SMOTE is for sampling 

and Random searchCV method is employed for hyper-parameter tuning.  



 

4.3 Pandas and data manipulations 

The data manipulation techniques can be used to overcomes the defects in the raw data loaded 

in the notebook. Pandas can be used to load the datasets. This library runs with other modules 

like NumPy which are helpful to deal with the data structure as here in the study. Pandas is 

helpful to convert the type of data structure easily. It can be used to manipulate the functions 

form list to a data frame. It is quite an history how data frames can be used to store information 

easily and efficiently. It becomes easy to deal with the data if it is in the form of rows and 

columns. For example, it is easy to count, and extract the information specified in the column 

through pandas. Hence, here Pandas is considered for manipulations of the dataset. Using the 

method info (), the information related to the dataset as seen in the Fig. 4.1. it has many methods 

and functions to be used for the manipulation. Head () function can be used to view the first 

five rows in the dataset. If the number is not mentioned in the function, then it shows only first 

5 rows.  

4.4 Cleaning and transformations for the dataset  

Any part of machine learning is associated with certain steps and some steps are crucial and 

needs to be implemented before considering the actual model implementation. Here as well 

such transformations and cleaning are considered. Firstly, the dataset is checked for null values. 

Here the isnull. sum () methods are used. Both of these methods are combined to understand 

the sum of null values in the dataset column wise. Value_counts() function is used to get the 

number of unique values in the dataset. However, the order of the result comes in the 

descending order to display the highest occurring element first. Drop (), is a method utilized 

here to select the columns and preserve as dependent or independent variable. This method 

helps remove the specified name of the column from the specified data frame.  

Hence, these methods are useful to clean and transform the data before applying to the model. 

The various transformation methods considered here are  

• Removing the null values, however, this is done first by checking for the null values. 

There were no missing values in the data set and the shape of the data is 284807 rows 

and 31 columns. 

• Correlation plot is obtained to look at the calculated correlation coefficient based on 

Pearson’s method. 

• The dependent and independent variables were defined. 



Finally, as the data seemed perfect no extra transformation methods were applied but however, 

sampling techniques and enhancement techniques are used.  

4.5 Correlation among the features and sampling the data  

As there are many variables in the dataset it is important to know how these variables are related 

to the each other. It makes it easy to point out the relation in the positive or negative direction. 

That means if the variables are moving/changing the same direction or in the opposite direction. 

There are many statistical methods to quantify the relation that are Pearson’s, Kendall’s, and 

Spearsman. The coefficient value is what shows the value of relation between the variables. 

There are many libraries which can help with finding the correlation, but however, here Pandas 

“.corr()”  is used.  

 

Figure 4.4 Correlation plot with heatmap 

The specialty here is that, the method is associated with Seaborn. This association is used to 

generate an heatmap kind of effect. From the Fig. 4.4, the legend is shown with the range of 

values and color map as well. There are three conditions normally to define the level of 

correlation. 1 defines the exact correlation and happened when the variables are associated with 

one another. Hence, the diagonal elements in the matrix are dark colored in Fig. 4.4. when the 

values range from 0.6 to 0.8 it is referred as strong correlation. Above 0.8 till 1 are referred as 

very strong correlation. 



Hence, through these relations problems like multi-collinearity can be avoided. However, here 

in this dataset, no such problems seem to be seen. 

Next after this, for the model to be implemented, a fraction of sampled data from the cleaned 

and transformed data is considered. This is done using the .sample () is used and 10% fraction 

of data is considered for implementing to the pycaret model.  

4.6 Implementation of pycaret library in the study and environment settings  

After the transformation and cleaning is completed and no signs of multi-collinearity, now the 

dataset is ready to be implemented. Here firstly, the pycaret which is installed already as seen 

in Fig. 4.3, classification object is called and everything from that object is imported to be used. 

This looks like an binary classification problem from the dataset, pycaret. classification is 

imported here to be precise. This module consists of 18 algorithms and the pipeline connected 

through the setup is executed. The executed code shows the sessions and value to the session 

is shown. However, most of the features are shown and from the setup it is shown that 

whichever session has a True value shows the necessity to be implemented. Here in this study 

the target type is Binary as shown by the pycaret and it shows that there is no multicollinearity 

which was seen also in the Fig. 4.4. It also shows there are no feature selection methods to be 

used and no threshold is also provided. However, it shows that to fix the imbalance as seen in 

Fig. 4.2, SMOTE is to be used. Where, SMOTE is synthetic minority oversampling technique. 

Which is then imported through sklearn as seen in Fig. 4.3.  

4.7 Comparison of the Models 

 This step is usually considered after the setup made above is executed. This method here helps 

to see all the models stored in the pycaret in the form of metrics like accuracy, AUC (Area 

Under Curve), Recall, Precision, F1, Kappa, MCC (Matthews Correlation Coefficient) and TT 

in secs (Total Time) as seen in Fig. 4.5. Hence, it is shown that by considering the pycaret 

module all the models together can be compared and evaluated. The conclusions can be made 

on which model performs well on the dataset given and transformations made.  



 

Figure 4.5 Comparison of model through pycaret 

Here in this case, 14 classifiers are evaluated and it is found that Random Forest classifiers 

seems to be higher in accuracy that is 99.92%. however, it can be seen that K neighbours’ 

classifier, Support vector machine with linear kernel and Dummy classifier have zero precision 

and recall. It shows that how the Machine learning models can be started and used with little 

efforts by using the Pycaret module.   

4.8 Data splitting and Implementation of Random Forest classifier  

Now that it is found from the above Fig. 4.5, Random Forest performs well. From the Sklearn, 

Random Forest classifier is imported as seen in Fig. 4.3. before doing that the data transformed 

and cleaned will be split using the train-test-split function from sklearn. This function helps 

split the data when independent, dependent variables as well as the test size of the data is 

specified. The test size here is specified as 0.7 which is 70% of the whole data. While building 

the model, time of the start and end of the model execution is also noted. The train and test sets 

are divided for both dependent and independent variable. The model is called, fitted and 

predicted using these split sets. However, while calling the model parameters can also be 

defined but however, no parameters were considered here.  

The accuracy_score is considered from the sklearn.metrics to find the accuracy score of the 

model implemented. The overall accuracy of the random forest model is 99.94% with 56 

seconds of execution time taken.  



4.9 Performance evaluation through Comparison classification report of the Random 

Forest Model  

After the accuracy is calculated for the Random Forest model, using the sklearn library the 

classification report and confusion matrix are generated.  

 

Figure 4.6 Classification report and confusion matrix 

There are 199027 legitimate labels as seen from the support (Fig. 4.6). and can be seen that 

how the accuracy, precision, as well as F1 score is dominated and biased towards the higher 

support. It seems to show the effect of unbalanced dataset. However, the overall accuracy for 

the combination of labels is shown as 100%.  

 

Figure 4.7 Reference confusion matrix 

The results can be still evaluated from the confusion matrix, (Fig. 4.6). the matrix has 2 rows 

and 2 columns as there are two labels (0 and 1). The confusion matrix is generated based on 

the number of labels which is 199365. Out of these labels 198999 labels were predicted to be 

a legitimate (0) and were legitimate as well. 28 labels were predicted fraud but were legitimate 

(FP). Similarly, by considering the reference in the Fig. 4.7, matrix in the Fig. 4.6 is evaluated. 

Out of these type-1 and type-2 errors are to be evaluated which is nothing but FP (False 



positive) and False negative (FN). Which means that 77 labels contribute to type-2 error. These 

errors show the incompatibility as well as biased nature of the model’s prediction.  

4.10 Implementation of Sampling techniques and comparison  

However, it is quite evidential from the Fig. 4.2, 4.6 and 4.7 that the results seem to be not 

correct and biased due to visible and higher imbalance of output label. This can be dealt with 

something called sampling. Here as well the sampling technique is to be employed to facilitate 

the problem of imbalance. There are two types of sampling, however, here Over sampling is 

used. To understand this, while looking at the Fig. 4.2, the minority class is the fraud label (1) 

and majority of the class is filled with legitimate labels (0). Hence, it seems that minority class 

is important for the study, which implies that we need to sample the minority class to reach the 

count of majority class as seen in Fig. 4.8. This brings us to why on using the over sampling 

method. The vice versa goes to define the under-sampling technique.  

 

Figure 4.8 Explanation of Over sampling 

Here in this study both of the techniques were implemented. By considering 0.70 as the clusters 

Centroid, under sampling technique was applied to the original data set after applying the under 

sampling the shape of the data set was resampled. Sampling technique was applied therefore 

474 of the legitimate values and 332 of Fraud values.  

The Over sampling technique was also applied, using the SMOTE and after the technique is 

applied the overall dataset and the transformed samples were 199032 for the legitimate values 

and 139322 for the fraud-based samples. The model implementations show that over sampling 

techniques provides better accuracy than that of the under-sampling technique. The accuracy 

values were 99% when oversampling technique was applied.  



4.11 Implementation of Hyperparameter tuning in the study  

However, after it was found that over sampling technique was better and employed with the 

model providing with an accuracy of 99%. However, hyperparameter tuning was applied to the 

to improve the precision of the model as it contributes towards finding the best prediction 

possible with the model. Here in this study the aim was considered, enhanced fraud detection 

model is considered which is only possible when the parameters like precision and recall are 

higher for the values when predicted as fraud. To gain this hyperparameter tuning is considered. 

Traditional hyperparameter tuning seems to be hefty and needs a lot of coding as already here 

pycaret is employed, the tuning library from the pycaret module can be employed. The analysis 

on the findings is discussed below. 



5 Analysis and Discussions  

5.1 Learning curve and ROC curve evaluations for the model 

Linear curves are used to learn about the variance and bias in the model and in the dataset.  the 

Fig. 5.2 shows the learning curve graph between the scores for both training and validation.  the 

x-axis consists of training instances wearing from 600 to 1800 and the y-axis consists of scores 

which are varying from 0.99 to 1. It can be seen that the training score always remains at 100% 

throughout the training instances.  While cross-validation was occurring for the instances 

varying from 600 to 12000 number of scores remained to be 99.9 4% and however, a hike is 

seen after the training instances increases to 15000 ( Fig. 5.1). As the curve indicates the 

validation  

 

Figure 5.1 Learning curve of the model implemented 

In this study the OC curves are used to show the connection between the sensitivity and 

specificity of the obtained data set and the model implemented on the data set. These two terms 

are metrics that define and are related to that of the ability of the prediction model to find a 

proportionate between the positive values and its predictions. The part of the ROC curve which 

is the sensitivity defines the proportionate ratio of the positive labels predicted by the model 

and in contrast sensitivity defines the negatives predicted by the model as true.  



Along with the ROC curve, the Area under the curve (AUC), also provides a better 

understanding of the combination of abilities of the model to get a better ratio between the 

sensitivity and specificity. From the Fig. 5.2 It can be seen that AUC values for the class one 

which are fraud labels and class zero which are the legitimate ones are denoted with lines 

passing with blue and green solid lines. This plot is also generated by the pycaret library.  

 

Figure 5.2 ROC curve and implications of the model 

Is very important to consider these types of characteristics of a model when the aim of this 

study is to find the fraud transactions. Type of characteristic concepts helps us to context out 

the behaviour of the model in order to predict the True values as well as to map the false 

positive as well as false negative rates made by the model which contributes towards mis 

classification of the system. These characteristics of the model which describes the area under 

the curve are formed from the confusion Matrix and the values of True positive, true negative, 

false positive and false negative. The true positive value contributes towards finding the 

fraction of sensitivity of detections of the frauds as well as the true negative values contributes 

towards finding the fraction of the specificity of the model.  



The confusion matrix of the model can be seen in Fig. 5.3, as there are only 2 labels either 0 or 

1. The matrix is of 2*2 in shape and shows 0 and 1 along the axis of it.  

 

Figure 5.3 Confusion matrix of the model with over sampling 

 When the matrix is imagined in the form of an axis it can be seen that in the x-axis the predicted 

labels are denoted and, on the y-axis, the true levels are denoted. The first part of the matrix 

defines the true positive value which is 85263 which means 85263 legitimate transactions were 

predicted as legitimate by the model. It can be seen that the model is highly concentrated with 

the true positive values which means the model is highly concentrated with higher values of 

sensitivity. Coming to the specificity of the model it can be seen that 133 values were predicted 

to be fraud by the model.  when looking at the shape of the dependent variable after the over 

sampling technique was applied, there were 139322 fraud labels.   

Back to the ROC curve utilizing these true positive and true negative values from the confusion 

matrix specificity and sensitivity to put on the x and y axis of the graph to make a curve. Ideal 

line drawn from the origin to the end shows the ROC line.   Ideal line shows that there is 100% 

sensitivity and 100% specificity of the prediction model for the fraud task. However, the results 



show that 86% of both the labels are the capability and ability of the model to predict the values 

to be true and negative for the fraud task.  

However, if the results are better than the worst-case scenario which is 50% for both of the 

labels to be predicted by the model and developing an ROC curve. Analysis can be made from 

the OC curve that our model is performing better on predicting both the true and negative 

values to be true which is quite efficient for a model which is developed to find out the fraud 

and legitimate transactions based on the features.  however, there was no feature selection 

method applied in the model which can differentiate the results but over sampling was applied 

to the model. Can be said that there is a fair chance of the model to predict both legitimate and 

the fraud transactions of the amount when the over sampling technique is applied and an 

efficient and simple technique is applied which is a random forest model with 99% accuracy 

and 90% of precision. 

5.2 Compare three models’ normal model, under sampled and over sampled 

Here in the study the three types of comparison were considered to achieve the aim of the 

study.  Firstly, the random forest model was selected from the pirate library to provide better 

accuracy which was 99%.  However, to enhance the other parameters of the prediction model 

some of the techniques employed to enhance the machine learning model and this technique 

are involved in this study as sampling techniques.  It did not quite show it at the beginning after 

looking at the labels of the model to apply an over sampling or under sampling model.  Hence 

both of the techniques were employed and the results were compared based on the classification 

report of the random forest model applied with under Sampling and oversampling. There were 

acquired imbalances in between these 0 and 1 classes and it was found that the majority of the 

classes belongs to 0 the over sampling method would work better. where these 0 samples would 

be mapped with one to fill all the samples till that it reaches a point where both of the classes 

contribute equally to the model predictions. However, the data set represent just a sample of 

data taken up for the model prediction it is quite shoulder to relate to some of the problems 

related when sampling techniques are applied is that they are many contradictions with a data 

set which are defined to be in the form of bias which is very much large when quite sample is 

collected.  Rather than considering the disadvantage of sampling techniques, it was seen from 

the different studies that most authors have utilized the sampling techniques to initiate a 

balanced class data set to be applied to the model. 



Over sampling technique deals with performing a replacement through the minority classes. 

After doing this the training set is over sampled. However, when this happens it can be seen 

that overfitting issues are likely to happen. The normal example can be seen in the Fig. 5.1, the 

training phase remains constant with the score of 100 percent with nay number of training 

instances. However, the testing phase remains just by one percent under. Which makes it a less 

problematic than the actual thing that the data is highly imbalanced.  

Here there are increase in the number of examples the computation costs and time of execution 

is also affected which will be seen in the coming sections.  However, considering the scenario 

of the present study where the fraud attacks are to be detected the data is very important and 

cannot be lost. Over sampling is a decent solution to the class distribution problem here.  

However, it is still problem to see the loss of data in the case of under sampling, especially, in 

this case, this might not affect the classification task but will affect the fact that such precious 

data is lost. The overall summarized version of the analysis from each of the method is shown 

in Table.1.  

Table 1 Comparison of the imbalanced Nature of data 

Random Forest Model Under sampling with 

Random Forest 

Over sampling with 

Random Forest 

The nature of model is 

decided of making 

predictions by selecting the 

subsets, these subsets are 

chosen randomly and will 

always be a problem to use 

this method if the class is 

seen imbalanced.  

The selection of the sampling 

technique totally depends on 

the amount of data set 

present. In this case under 

sampling cannot be used as 

more data will be lost and 

also when under sampling 

technique was applied it was 

seen that the F 1 score was 

only 0.02, which was very 

less for the fraud labels.  

 

This method quite suits the 

dataset as well as the model 

results. the accuracy seems 

constant and also the trade 

off between the recall as well 

as precision is quite stronger 

(F1-score) 

hence, to solve these two 

methods are proposed which 

Hence, this methos is 

rejected 

This method best suits and is 

utilised, and considered for 

hyperparameter.  



is either under or Over 

sampling 

 

Coming to the under sampling, it is seen that sampling technique here has improved the 

classification testing accuracy. The class which has higher examples which is legitimate here 

in the dataset, cannot be sampled and quantified with to fill the minority class as even such 

methos is not applied the nature of random forest model shows better accuracy. The model is 

better off with the under-sampling method as it already is biased and performs well on the 

classifying the legitimate values. Overall accuracy of the random forest model was recorded to 

be 100% without adding any sampling technique.  However, it is seen that there is a high 

problematic situation with the data set with imbalanced data classes. In the case of the nature 

of the data, it can be seen that if a small population of the data set has information related to be 

legitimate and not fraud it might be a chance that this kind of imbalance might affect then this 

kind of algorithm is applied in an overall population. When in a real time situation where only 

10% of the data consists of Fraud based data then there might be chances that the model might 

predict to be more legitimate than fraud.  

5.3 Compare the over sampled model before hyperparameter tunning and after 

hyperparameter tunning based on Classification report 

The overall models were implemented. These models were evaluated using the classification 

report. This type of report is used for the performance evaluation of a classification 

model.  Here the classification model used is random forest classifier.  However, the 

enhancement of the data server and the problem related to the data set was solved using 

sampling technique.  there were two types of sampling techniques applied under and 

oversampling.  Among these over-sampling was selected as the conclusion of these techniques 

and applied to the random forest model.  The overall classification report for three of these 

methods are seen in the Fig. 5.4.  

From the Fig. 5.4 It can be seen that the accuracy of the model implemented was higher in both 

the cases of applying the over sampling technique as well as the normal approach which was 

100%. However, there were differences in the precision values, which describes the correctness 

of being true when Fraud is detected by the random forest model. The precision value for being 

Fraud in the normal case was 93% and when over sampling was applied the precision value 

was recorded as 87% which was much better than the model precision when under sampling 



was applied. Hence, collectively, it can be said that in both the cases the model represents better 

precision when over sampling was done. The data remains perfect for the model.  

 

 

Figure 5.4 comparison of the methods based on the classification report and confusion 

matrix 

When the model is implemented without the sampling techniques then F-1 score is found to be 

evaluated as it helps find a perfect steadiness between the precision as well as recall. In the 

model implemented here, the F-1 score for the normal model was recorded as 85% for the fraud 

labels which is then maintained similar as the sampling was applied for the training set and the 

testing set is maintained to be untouched. However, when the over sampling was applied the 

False positive value seen in the Fig. 5.4 and mapped in the Fig. 4.7 are technically less. Which 

shows the sign was being perfect and useful? However, both precision and recall values 

recorded for under sampling technique shows less value and not worthy when predicting the 

fraud values. Hence it can be said that when the random forest was applied with an over 

sampling technique it showed a lot of changes in the false positive rate of the model which is 

quite remarkable. Prove that it can be seen that the aim of the study is quite achievable through 

applying the sampling techniques to the random forest model using pycaret library. However, 

when the under-sampling technique was applied the true positive rate of the model quite 



decreased which is not a good sign but as well the false positive rate is quite low in the under-

sampling technique but it cannot be considered as recall value as well as the F-1 score value 

are almost zero. The study proves that the sampling techniques in the fraud detection using 

random forest model over sampling have shown a lot of changes in the case of misclassification 

rate as well as a low type 1 and type 2 errors.  

After these results were detected and analyzed, the pycaret library also have hyperparameter 

values to be implemented readily, it was given a try and the results are seen in the Fig. 5.5.  

 

Figure 5.5 comparison of the Tuned model through the pycaret library as well as the 

normal model.  

From the model the it can be seen that the evaluations are made based on the 10-fold validation. 

The mean accuracy of the model with and without tuning shows no quite differences. However, 

in the case of the tuned model at the third fold itself the model acquires 100% accuracy but 

whereas in the normal model at the fifth fold the hundred percent accuracy was acquired and 

at the ninth fold the 100% accuracy was seen. Precision values of both of the models tuning 

and without tuning have been consistent after the fourth fold and however the mean position 

values of both of these models are similar and recorded to be 98% which is quite a good sign 

for a model to predict the fraud with over sampling technique.  However the model tuned with 

the hyperparameters in the pycaret library was seen recorded with 85% which is quite higher 

than the normal model which was recorded at 79% is also a very good sign.  It can be seen that 

the aim and objective of this study is quite approachable as the model is implemented with ove 

sampling technique as well as tuned using the pycaret library. Hence, from the figure can be 

seen the approachable Kappa value of the machine learning model implemented has to be 



above 0.40. Both of the models have a better statistical quantifying approach through the 

cohen's kappa value.  

Another important evaluation made from the tuning model as well as the normal model from 

the PYCARET library was the Matthews correlation coefficient (MCC). Correlation question 

fits better when there are two binary classes and four types of confusion Matrix parameters 

which are true positive, true negative, false positive and false negative. These values obtained 

from the Matthews correlation Coefficient is very easy to interpret because the positive one 

value determines that there is a better protection when zero then it is an average prediction and 

when it is one negative and then it is said to be an inverse protection or a very weak protection. 

Finally, after considering the tuning of random forest models on the pycaret library, it can be 

said that both the tuning model and normal model performs well towards the accuracy Precision 

but provides better F1 score when the model is implemented with tuning.  

5.4 Execution time and implications in the present study 

During the implementation of python language or python script and execution time can be 

implemented based on any program which is running on the CPU time.  The simplest way to 

find the program execution time for the Python execution time is to measure the CPU time 

using the time input. Starting time and end time of the model which were implemented with all 

the methods were executed. 

Table 2 Comparison of the execution time 

Model methodology used Execution time in seconds 

Random Forest model 180.04 seconds 

Random Forest model with under 

sampling technique 

95 seconds 

Random Forest model with over sampling 

technique 

240.79 seconds 

 

Hence from table 2 , it can be seen that when a normal random forest model was applied during 

Pycaret the combination of both starting time and time showed there was 180 seconds required 

for executive the model. But when under sampling technique was employed, the model showed 

a better execution time of only 95 seconds in contrast when over sampling technique was 

applied it basically showed up to 40 seconds which was higher than the normal random forest 



model.  This was quite expected because the sampling techniques increasing the labels in the 

rear and which somehow increases the size of the data server through which the execution time 

also increases this execution time is somewhat related to the training time of the model as well.  

When the model was tuned the parameters set by the pycaret library was, Zero Alpha value, a 

balanced class weight with an entropy type of criterion with 10 as a maximum depth and log 

two to be selected as maximum number of features. Another hyper parameter set by the model 

was that there were no maximum number of samples selected with the maximum number of 

leaf nodes.  A very low value that is 0.00032 as an impurity was implemented with nothing to 

be split with. The number of estimators with nine numbers of minimum sample splits made 

with 4 sample leaves per split with no jobs selected and a random state of 372 with zero verbose 

and no warm start. 

 



6 Conclusions 

Mastercard transactions are extremely common across the world. However, there's a third-party 

one that keeps track of our activity and gets folks in trouble. This was happening not only 

today, but also approximately twenty years ago, and with the help of the latest technological 

algorithms, fraud activity in certain areas like online shopping, marketing, and so on has 

expanded significantly. So, in order to detect such fraudulent activity, our research focuses on 

determining the proportion of fake data in a particular data collection. Over sampling technique 

is the best model because it’s giving better and similar performance with normal model. It can 

be seen from the Fig. 6.1, The overall conclusions gathered from the models and methods 

implemented. 

 

Figure 6.1 Conclusions 

It can be concluded that,  

• The execution time is highest for the over sampling technique.  

• Accuracy scores are similar for both the sampling technique and normal model 

implementations.  

• F-1 score, is similar for both the cases. However, the tuned model as well shows the 

better results. The overall accuracy from the tuned model is 99% with a precise 

quantification of the true labels of 87%. 



• The dataset is first examined for null values. The isnull. sum () techniques are utilised 

in this case. When it comes to organising data in research like this, these are effective. 

The dataset has 284807 occurrences and 31 columns, one of which is the dependent 

variable, the "Class" column. 

• The graph in Fig. 4.2, shows that there is an initial imbalance of classes in the dataset. 

As a result, Pandas is used to manipulate the dataset in this case. 

• Using 0.70 as the clusters Centroid, the original data set was subjected to an under-

sampling procedure, which resulted in the data set's shape being resampled. 

• The models in pycaret in the form of metrics like accuracy, AUC, Recall, Precision, F1, 

Kappa, MCC (Matthews Correlation Coefficient), and TT in seconds (Total Time). 

• The accuracy of 14 classifiers is examined, and Random Forest classifiers appear to be 

the most accurate, with a score of 99.92 percent. 

• The test size is set at 0.7, which represents 70% of the total data. The time of the start 

and finish of the model execution is also documented while creating the model. Both 

the dependent and independent variables have separate train and test sets. The random 

forest model's total accuracy is 99.94%, with an execution time of 56 seconds. 

• The fraud label (1) is in the minority class, whereas the bulk of the class is filled with 

authentic labels (0). As a result, it appears that the minority class is crucial for the study, 

implying that we must sample the minority class in order to attain the majority class 

count, as shown in Fig. 4.8. This leads to the question of why the over sampling 

approach is used. The reverse is true when it comes to defining the under-sampling 

strategy. 

• The whole dataset and converted samples were 199032 for legal values and 139322 for 

fraud-based samples after the sampling algorithm was implemented. Hyperparameter 

adjustment was used to increase the model's accuracy by assisting in the discovery of 

the best prediction feasible with the model. 

• While cross-validation was taking place for instances ranging from 600 to 12000, the 

number of scores stayed at 99.94%, however there was an increase when the training 

instances were increased to 15000. The sensitivity component of the ROC curve 

specifies the relative ratio of the affirmative tags predicted by the model, whereas the 

negative labels projected by the model are defined as true by sensitivity. 

• The model projected 85263 lawful transactions as legitimate. The model predicted that 

133 values were fraudulent. There were 139322 fraud labels in the form of the 



dependent variable when the over sampling approach was used. The ROC curve shows 

that shows the model's capacity and aptitude to forecast true and negative values for the 

fraud task account for 86 percent of both labels. which is 50% for both categories to be 

predicted by the model and the development of a ROC curve. 

• When an efficient and easy approach, such as a random forest model with 99 percent 

accuracy and 90 percent precision, is used in conjunction with the over sampling 

strategy. The loss of data in the situation of under sampling is still an issue, especially 

in this scenario, where it may not affect the classification task but will affect the fact 

that such valuable data is lost. However, in the current study's situation, where fraud 

assaults need to be identified, data is extremely vital and cannot be lost. Oversampling 

is a viable solution to the problem of class distribution in this case.  

• The sampling strategy chosen is entirely dependent on the size of the data collection. 

Under sampling cannot be utilised in this scenario because more data would be lost, 

and when under sampling was used, the F 1 score was just 0.02, which was very low 

for the fraud labels. Over sampling strategy works well with both the dataset and the 

model outputs. The precision appears to be consistent, and the trade-off between recall 

and precision appears to be rather high (F1-score). 

• It can be observed that if only a tiny portion of the data set has information that is valid 

and not fraudulent, there is a potential that this imbalance will affect how this algorithm 

is applied to the entire population. In a real-time situation when just 10% of the data is 

based on fraud, there is a potential that the model will predict that the data is more 

authentic than fraud. In the usual situation, the precision value for being Fraud was 93 

percent, and when over sampling was used, the precision value was 87 percent, which 

was much better than the model precision when under sampling was used. As a result, 

it can be concluded that the model exhibits improved precision in both scenarios when 

over sampling was done. 

• The F-1 score for the normal model was recorded as 85 percent for the fraud labels in 

the model employed here, which is then preserved similarly to how the training set was 

sampled and the testing set was left unaltered. 

Despite the fact that there are several fraud detection approaches, we cannot claim that our 

algorithm totally identifies fraud. The accuracy and recall values reported for the under-

sampling approach, on the other hand, are of less value and are unworthy of being used to 



forecast fraud levels. As a result, it can be concluded that using the random forest with an over 

sampling strategy resulted in significant improvements in the model's false positive rate. 
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